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Jeremiah Grossman

A WhiteHat Security Founder & CTO

A Technology R&D and industry evangelist
(InfoWorld's CTO Top 25 for 2007)

A Frequent international conference speaker
A Co-founder of the Web Application Security Consortium
A Co-author: Cross-Site Scripting Attacks

A Former Yahoo! information security officer



http://www.webappsec.org

Two Parts of Web Security

Websites Web Browsers

MUST be able to protect MUST be able to protect
against HOSTILE WEB USER against HOSTILE WEB PAGE




The State of Web Browser Security

Opera 5 million
Safari 17 million
Firefox 38 million
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The Web browser Insecurity Iceberg represents the number of Internet users at risk because
they donot use the | atest marstoswsféeWab.eThidvaper L
has quantified the visible portion of the Insecurity Iceberg (above the waterline) using passive
evaluation techniques - which amounted to more than 600 million users at risk not running

he latest most secure Web browser version in June 2008...

http://www.techzoom.net/publications/insecurity-iceberg/
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